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About CAMP 

The Canadian Anti-Monopoly Project (CAMP) is a think tank dedicated to 
addressing the issue of monopoly power in Canada and around the world. CAMP 
produces research and advocates for policy to make the Canadian economy more 
fair, free, and democratic. 
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Executive Summary 
Online advertising is the dominant business model of the internet: publishers 
monetize content, businesses reach new customers, and a range of free services, 
online communities and websites support themselves by entering advertising 
networks. In Canada, estimates put the value of online advertising above $16 billion 
annually. But just a few firms - Google, Meta, and Amazon - dominate key parts of 
this system.  

Nearly every ad presented to internet users is decided in ad exchanges, auction 
houses that allow advertisers to bid on users’ attention trillions of times per day 
through automated systems. The fuel driving these auctions is personal data. In the 
seconds between when a user navigates to a web page and when that page loads, 
high-speed automated auctions determine which advertisements will appear on that 
page. Beneath the giants of online advertising, an industry of data brokers has 
emerged to collect, analyse, package and resell personal information collected from 
sources like advertising exchanges. 

This data is not innocuous. Advertising auction lots contain information about a 
person’s location, web browsing history, their network as well as unique identifiers 
that allow that information to be connected to data broker profiles. Combined with 
data from other auctions and sources, this information is used to assemble pictures 
of incredible detail, including information about a person’s health, finances, sexuality, 
religious and political beliefs, their vices, friends and family, as well as where they go 
and who they meet.1  

Online advertising is about predicting the actions of individuals based on who they 
are and what they do and attempting to influence those actions. In this respect, 
online advertising shares methods and goals with another domain: intelligence 
gathering. Like advertisers, intelligence agencies have an interest in using data to 
analyse the behaviour of large groups, to identify patterns and anomalies, and to 
influence behaviour. As such, it is no surprise that intelligence agencies are major 
purchasers of commercial data derived from advertising. 

The circulation of this information constitutes not only a massive and systematic 
breach of privacy that exposes the private lives of billions of people across the 
world, but also an incredible national security risk. Advertising data is dual-use; 
intelligence agencies collect, purchase and use commercially available information in 

 
1 Christl, Wolfie. Corporate Surveillance In Everyday Life. How Companies Collect, Combine, Analyze, 
Trade, and Use Personal Data on Billions. Cracked Labs, June 8, 2017. 
http://crackedlabs.org/en/corporate-surveillance. 

http://crackedlabs.org/en/corporate-surveillance
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pursuit of their mandates, but the circulation of this data also puts their security at 
enormous risk: 

• Advertising data is routinely used to create datasets of government officials, 
with detailed profiles including real-time location data that can be used to 
locate secure facilities and track employees after hours.  

• This highly granular data can be paired with the online advertising system 
itself to engage in malvertising, malicious advertising that can turn innocuous 
ads into vectors of attack against secure systems. 

• Online advertising has also become an important vector of misinformation 
and disinformation campaigns, with incumbent profit motives aligned with the 
broad or targeted dissemination of propaganda. 

Hostile actors use this data and online advertising systems to locate and expose 
assets and agents in the field, to identify key resources and facilities, to fuel social 
engineering attacks, to implant spyware through malvertising, and potentially even 
to leverage people with access to privileged information.2  

Canada’s national security depends on protecting people and information from 
hostile actors. But our means of addressing these risks are constrained by our 
reliance on foreign monopolies as infrastructure providers, owners of key 
technologies and marketplaces, and as entities with deep commercial investment in 
an advertising market premised on the circulation of intimate details about people’s 
lives.  

We need to recalibrate power and exposure in online advertising. This means both 
contributing to global efforts to break up the concentrated power that fetters 
Canada’s ability to make crucial policy decisions and limiting the ability to create 
and profit from the trafficking of sensitive personal information. To do so, Canada 
should: 

• Continue to pursue antitrust action that seeks to break up online advertising 
monopolies and allow for effective regulation. 

• Use legislation to promote and secure interoperability and open-source 
technology in the advertising space, lowering barriers for domestic 
competitors. 

 
2 UK Government. “Data Brokers and National Security.” Accessed June 12, 2025. 
https://www.gov.uk/government/calls-for-evidence/data-brokers-and-national-security/data-
brokers-and-national-security. 
Sherman, Justin. “Data Brokers and Threats to Government Employees.” Lawfare, Lawfare, October 
22, 2024.  
https://www.lawfaremedia.org/article/data-brokers-and-threats-to-government-employees. 

https://www.gov.uk/government/calls-for-evidence/data-brokers-and-national-security/data-brokers-and-national-security
https://www.gov.uk/government/calls-for-evidence/data-brokers-and-national-security/data-brokers-and-national-security
https://www.lawfaremedia.org/article/data-brokers-and-threats-to-government-employees
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• Investigate different ownership structures for commercial data and 
exchanges, prioritizing the protection of sensitive data. 

• Introduce strengthened privacy legislation with meaningful penalties that 
defines sensitive personal information and prohibits its creation and sale. 

• Impose hard limits on how personal data can be compiled and sold, including 
through limits on standards used for advertising auctions. 

• Empower regulatory, investigative, and adjudicating authorities to ensure 
effective compliance from private sector entities trafficking in personal data. 

Canada’s sovereignty depends on its ability to legislate in ways that protect its 
economy, its people, and the state itself. As it stands, the monopolies in online 
advertising threaten all three, cornering our commerce, extracting our secrets, and 
constraining our ability to decide our own future.  

Online Advertising Markets and Systems - 
Networks, Exchanges, Monopoly 
Online advertising is the “lifeblood” of the commercial internet, a main economic 
driver for the creation of content from local news to cooking videos to the creation 
of demand for goods and services of all kinds. In Canada alone, the online 
advertising industry is estimated to be worth over $16 billion annually.3 

But as is the case in many countries around the world, the Canadian market is 
dominated by just a handful of American firms. Google, Meta, and Amazon hold over 
90% of the market, with Google and Meta alone accounting for nearly 75%.4 While 
these companies are known for other offerings – search, social media, and e-
commerce – a material part of their business model is the creation and use of 
personal data about consumer interests and habits for advertising purposes.  

In the age of broadcast media, advertising agreements were made directly between 
publishers and advertisers. Ad agencies working on behalf of their clients would pay 
publishers like newspapers, television, or radio stations to run specific 
advertisements at specific times, in specific places. Today, the advertisements that 
internet users see are decided in the milliseconds it takes for the page to load. 

 
3 Winseck, Dwayne. “Canada’s Network Media Economy: Growth, Concentration and Upheaval, 
1984-2023.” Global Media and Internet Concentration Project, Carleton University, 2024. 
https://doi.org/10.22215/gmicp/2024.12.124.  
4 Winseck Dwayne. “Canada’s Network Media Economy,” 159 
Note: While national security threats arising from online advertising have not been documented on 
Amazon’s retail advertising platform, they are nonetheless a contributor to the broader data-driven 
online advertising ecosystem. 

https://doi.org/10.22215/gmicp/2024.12.124
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Automated systems package information about the user, the content they are 
viewing, and sell the opportunity to grab their attention in high speed, fully 
automated auctions, trillions of times per day.  

The complexity of online advertising has led to the creation of specialized 
technologies and systems to facilitate the sale of advertising space and mediate the 
relationship between publishers and advertisers.5  

Publishers are those who have ad space (advertising inventory) available for sale on 
their website; they are the supply side. Advertisers, who make up the demand side, 
purchase ad space on behalf of their clients to reach internet users. Publishers and 
advertisers often work with expert intermediaries to navigate the complex 
advertising ecosystem and to run their campaigns effectively.  

The movement of media activity onto networked communications infrastructures 
has changed the way advertising works, increasing the scale and reach of 
advertisers, creating automated systems to distribute advertising content, and 
creating an incredible amount of data about individuals that has become an entire 
industry of its own. These changes have added a larger set of intermediaries to 
advertising and allowed tech giants to consolidate their power as middlemen 
gatekeepers in the industry.  

The complexity of online advertising is in large part due to the integration of various 
kinds of data and analytics intended to make advertising campaigns more effective. 
Consider three types of online advertising: 

• Contextual advertising places advertisements based on the context in which 
they will be displayed. For example, users visiting web pages about camping 
are displayed advertisements for outdoor gear.  

• Targeted advertising takes user information, like general location (postal code, 
IP address), and demographics into account, placing audiences into segments 
of similar users, enabling advertisers to serve ads based on specific campaign 
strategies. 

• Behavioural advertising combines user information with web activity browsing 
history, real-time location, and third-party data brokers to predict future 
behaviour and serve them ads at the most effective times. Like targeted 

 
5 United Kingdom, Information Commissioner’s Office. “Update Report into Adtech and Real Time 
Bidding.”, 2019.  
https://ico.org.uk/media2/migrated/2615156/adtech-real-time-bidding-report-201906-dl191220.pdf. 
Ryan, Johnny. “Behavioural Advertising and Personal Data.” Brave, 2018.  
https://brave.com/static-assets/files/Behavioural-advertising-and-personal-data.pdf. 
 

https://ico.org.uk/media2/migrated/2615156/adtech-real-time-bidding-report-201906-dl191220.pdf
https://brave.com/static-assets/files/Behavioural-advertising-and-personal-data.pdf
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advertising, behavioural advertising draws inferences from data about the 
user. But unlike targeted advertising, behavioural advertisements rely on 
detailed tracking of individual activities rather than general statistical 
information.  

This highly technical industry has created a range of intermediaries to support 
publishers and advertisers. Publishers work with Supply Side Platforms (SSPs) to 
bring their advertising space, and their users, to market. SSPs manage a publisher's 
advertising inventory and combine information about the advertising space available 
with information about the user who will view the ad. SSPs collect information about 
users from a variety of sources as well as through the user's device, application, or 
web browser. This information is used to entice buyers, giving them more 
information about a user’s potential interest in their product.  

Advertisers also work with specialized intermediaries to buy advertising space and 
run their campaigns. Demand-Side Platforms (DSPs) help automate the purchase of 
ad space, using information about the user from the advertising auction, and 
possibly by combining it with personal information collected from other sources, 
including data brokers. DSPs and SSPs often connect using third-party markets that 
support their transactions. There are two main kinds of advertising systems: ad 
networks and ad exchanges. Ad Networks offer a way for SSPs to post their 
advertising inventory in a consolidated marketplace, attracting offers from many 
DSPs, who purchase advertising space through preset, automated campaign 
preferences.  

Ad Exchanges are large scale, rapid, and automated auction houses that broadcast 
available advertising space and user information from SSPs to DSPs, who bid on that 
space. This process is called Real-Time Bidding (RTB), and ad exchanges perform 
billions or trillions of transactions per day, completing the process in the time it takes 
to load and display content to a user browsing the web. 6  

Ad Exchanges facilitate the broadcasting of huge amounts of information about web 
users to a vast web of companies to solicit bids for the advertising space. The above 
graphic deeply undersells the scale of the operation. For each ad served to an end 
user, that user’s personal data is provided to hundreds if not thousands of 
companies, with each able to track the activity of a user online. In the OpenRTB 
standard, developed and supported by the Internet Advertising Bureau, this is known 
as a Bid Request. Bid Requests not only contain data about the advertising space 
available for purchase, but also include information about the user, including 

 
6 United Kingdom, Information Commissioner’s Office. “Update Report into Adtech and Real Time 
Bidding.”, 2019. 
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information about their device and their location. Importantly, information about a 
user can be matched with other information held by the SSP, including things like 
browsing habits and history, information about employment and financial status, or 
even other devices that frequently connect from the same network addresses.7  

Online Advertising and National Security 
Today’s online advertising systems create an enormous amount of data, capturing 
intimate details about a person’s life, including their location and internet browsing 
activity. This data is created to serve the needs of advertisers, but its value extends 
far beyond the auction houses that broadcast it to thousands of DSPs. In fact, the 
data needs of advertisers are strikingly similar to those of national intelligence 
agencies around the world. 

For advertisers, identifying patterns of behaviour allows users to be placed into 
segments that allow more fine-grained targeting, making presumptions about what 
they might buy, support, or do. The substantive difference between advertising 
surveillance and intelligence surveillance is one of degrees. Advertisers are 
interested in individuating users, being able to identify the same user across multiple 
locations, websites, and even devices. The type of surveillance used by intelligence 
agencies, law enforcement, and criminals also seeks to identify a user, to locate 
them in physical or digital space, and eventually to intervene.  

RTB and other types of ad exchanges provide a continual stream of data about 
internet users, known as the Bidstream. Data brokers, who make their money buying, 
packaging and reselling information, can extract value from the Bidstream by 
collecting the personal data included in bid requests and analysing it to create 
specialized marketing products.8  

Surveillance technologies are built into almost every tool we use to access content 
online. In the mobile ecosystem, application developers use Software Development 
Kits (SDKs) to integrate different functionalities from external sources into their 
programs. Developers can use SDKs to monetize user activity on their application by 
serving advertising content. SDKs, however, can also collect data, such as location 

 
7 IAB Tech Lab. OpenRTB Version 2.6. Version 2.6. April 2022. https://iabtechlab.com/wp-
content/uploads/2022/04/OpenRTB-2-6_FINAL.pdf. 
8 Cohen, Lena. “Online Behavioral Ads Fuel the Surveillance Industry—Here’s How.” Electronic Frontier 
Foundation, January 6, 2025.  
https://www.eff.org/deeplinks/2025/01/online-behavioral-ads-fuel-surveillance-industry-heres-how. 
Reviglio, Urbano. “The Untamed and Discreet Role of Data Brokers in Surveillance Capitalism: A 
Transnational and Interdisciplinary Overview.” Internet Policy Review 11, no. 3 (August 4, 2022). 
https://doi.org/10.14763/2022.3.1670. 

https://iabtechlab.com/wp-content/uploads/2022/04/OpenRTB-2-6_FINAL.pdf
https://iabtechlab.com/wp-content/uploads/2022/04/OpenRTB-2-6_FINAL.pdf
https://www.eff.org/deeplinks/2025/01/online-behavioral-ads-fuel-surveillance-industry-heres-how
https://doi.org/10.14763/2022.3.1670
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data, about application users, sometimes without their consent.9 In our browsers, 
cookies can be used to track users around the web, reporting on their activities. 
Even without cookies, technologies like browser fingerprinting can identify user 
devices when they arrive at a website, quickly calling up their profiles to put their 
attention up for auction.10 

Advertising systems currently pose major risks to national security in open 
democracies: providing incredible opportunity and resources for adversaries to 
undermine and destabilize democratic elections and officials, exposing sensitive 
information about our own national security and intelligence personnel and other 
public sector employees, and by advancing technologies for pervasive surveillance 
that undermine fundamental rights and freedoms. 

National Security and Domestic Surveillance: Publicly and 
Commercially Available Information 

Public records have become digitized, and much of Canadians’ social and economic 
interactions occur over digital infrastructures, each leaving a potential trace that can 
be collected, combined, and analyzed. The importance of this information has 
drastically changed intelligence collection and surveillance, increasing not only the 
scale at which information can be collected, but also providing a level of granularity 
and analytic potential previously unimaginable.  

Advertising systems, as one of the main clearinghouses for personal information, 
provide incredible resources for intelligence agencies. They have developed new 
methods of accessing this information, but they are not without important partners.11 
An international industry of private sector data brokers has emerged, specialized in 
creating products and services especially for national security and intelligence 
agencies. Some of these data brokers excel in turning advertising data into 
intelligence data, including near real-time and historical location tracking, social 
media analytics, and individual profiles.12 This kind of tracking data is created for 

 
9 Office of the Privacy Commissioner of Canada. “Tim Hortons App Violated Privacy Laws in 
Collection of ‘Vast Amounts’ of Sensitive Location Data,” June 1, 2022. https://www.priv.gc.ca/en/opc-
news/news-and-announcements/2022/nr-c_220601/. 
10 Reviglio, Urbano. “The untamed and discreet role of data brokers,” August 4, 2022 
https://policyreview.info/articles/analysis/untamed-and-discreet-role-data-brokers-surveillance-
capitalism-transnational-and  
11 Biddle, Sam. “U.S. Spy Agencies Are Getting a One-Stop Shop to Buy Your Most Sensitive Personal 
Data.” The Intercept (blog), May 22, 2025.  
https://theintercept.com/2025/05/22/intel-agencies-buying-data-portal-privacy/. 
12 Cox, Joseph. “How the U.S. Military Buys Location Data from Ordinary Apps.” Vice, November 16, 
2020.  
https://www.vice.com/en/article/us-military-location-data-xmode-locate-x/. 

https://www.priv.gc.ca/en/opc-news/news-and-announcements/2022/nr-c_220601/
https://www.priv.gc.ca/en/opc-news/news-and-announcements/2022/nr-c_220601/
https://policyreview.info/articles/analysis/untamed-and-discreet-role-data-brokers-surveillance-capitalism-transnational-and
https://policyreview.info/articles/analysis/untamed-and-discreet-role-data-brokers-surveillance-capitalism-transnational-and
https://theintercept.com/2025/05/22/intel-agencies-buying-data-portal-privacy/
https://www.vice.com/en/article/us-military-location-data-xmode-locate-x/
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advertising, and it emerges from platforms and systems stewarded by actors such as 
Google and Meta, whose business models are built around the collection and use of 
this data.  

The scale and availability of information on the internet have opened possibilities for 
acquiring information that challenges norms of what is and is not acceptable 
surveillance.  

The United States Intelligence Community and the Office of the Director of National 
Intelligence (ODNI) have begun to reckon with the risky and sensitive nature of 
information obtained from data brokers, now called “Commercially available 
information” (CAI). A 2022 report from the ODNI Senior Advisory Group Panel on 
Commercially Available Information, declassified in 2023, deals specifically with 
information available from data brokers serving the general public, i.e. those 
operating in marketing and advertising ecosystems (ODNI, 2022).  

Intelligence agencies in the United States and Canada consider CAI to be a subset of 
“publicly available information” (PAI): “information that has been published or 
broadcast for public consumption, is accessible to the public on the global 
information infrastructure, or otherwise, is available to the public on request, by 
subscription, or by purchase”.13 PAI refers to information made available in public 
records or directories,14 but as the ODNI notes, CAI is significantly different from 
traditional PAI in terms of the scale of its availability, the scope of its coverage, and 
the sensitivity of its content (ODNI, 2022). The blanket availability of this data to 
intelligence agencies raises concerns for both Canada’s national security and the 
limits of domestic intelligence gathering.15  

Adtech, “including location-tracking and other features of smartphones and other 
electronic devices, and the advertising-based monetization models… [as well as] 
social media data” are the main sources for CAI (ODNI, 2022 p.8). CAI regularly 
contains highly sensitive information that can easily be linked to identifiable 
individuals, including:  

 
Gallagher, Ryan. “Your Ad Data Is Now Powering Government Surveillance.” Bloomberg.Com, May 11, 
2023. 
https://www.bloomberg.com/news/articles/2023-05-11/surveillance-company-turns-ad-data-into-
government-tracking-tool. 
13 Communications Security Establishment Act, S.C. 2019, c. 13, s. 76 https://laws-
lois.justice.gc.ca/eng/acts/C-35.3/FullText.html  
14 Regulations Specifying Publicly Available Information (SOR/2001-7) 
https://laws-lois.justice.gc.ca/eng/regulations/sor-2001-7/page-1.html  
15 Gill, Lex and Israel, Tamir and Parsons, Christopher. “Government’s Defence of Proposed CSE Act 
Falls Short.” Citizen Lab, January 30, 2018 
https://citizenlab.ca/2018/01/governments-defence-of-proposed-cse-act-falls-short/  

https://www.bloomberg.com/news/articles/2023-05-11/surveillance-company-turns-ad-data-into-government-tracking-tool
https://www.bloomberg.com/news/articles/2023-05-11/surveillance-company-turns-ad-data-into-government-tracking-tool
https://laws-lois.justice.gc.ca/eng/acts/C-35.3/FullText.html
https://laws-lois.justice.gc.ca/eng/acts/C-35.3/FullText.html
https://laws-lois.justice.gc.ca/eng/regulations/sor-2001-7/page-1.html
https://citizenlab.ca/2018/01/governments-defence-of-proposed-cse-act-falls-short/
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Source: ODNI 3, 12 

Digital advertising systems are the most sophisticated surveillance systems in the 
world, capable of tracking individuals through time and space, uncovering their 
secrets and desires, and even predicting their behaviour. The integration of this 
information within national security and intelligence carries with it the gravest 
possible risk to national security - that it begins to subvert the rights and freedoms 
that define our political projects and become a tool for oppression. 

Advertising technology is part of the infrastructure for mass surveillance. Big Tech 
owns and operates much of this infrastructure and have geared their business 
models to advertising based on surveillance capitalism, profiting from the extraction 
of personal data and the capture of internet users on their platforms. Unsurprisingly, 
the advertising industry has developed sophisticated tools to make optimal use of 
this data for profit, and an aftermarket in data and services has been created to drive 
the more effective targeting of advertisers. The data created by the online 
advertising industry does not exist in a closed loop, and can be collected, purchased, 
and analyzed by a wide range of actors, including domestic and foreign intelligence 
agencies. While these streams of data are seen as an indispensable resource for 
national security entities, they also present major national security risks, including for 
agencies and their personnel. 

National Security Risks from Foreign Adversaries 

National security risks arising from data brokers and the sale and analysis of 
advertising data are increasingly well documented and recognized as serious by 
national governments and civil society. In May 2025, the UK Government began 
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consultation on the national security risks posed by data brokers, specifically 
focusing on the risk of hostile actors acquiring sensitive data useful for intelligence 
operations, the use of advertising data for information attacks, and the use of 
advertising systems as a vector for cyberattacks.16   

Exposure of Data about Government Officials 

Datasets collected through advertising systems are compiled by data brokers into 
specialized products to meet a variety of client needs, isolating certain kinds of 
people. Research has uncovered datasets covering lists of military personnel and 
government employees including those employed in national security and defense 
procurement.17 

Data sold to private companies in the advertising industry can be exploited by 
foreign governments to build intelligence. Governments around the world, from 
Canada to China, have granted their security and intelligence agencies significant 
access to commercially available information with few limitations on how that 
information can be exploited. Laws in countries like Russia and China, for example, 
give security and intelligence services easy access to data held by private entities. 
Intelligence agencies in these countries are sophisticated actors that are certainly 
able to exploit this data. China, for example, maintains extensive databases of “open 
source” information on foreign individuals, including public sector employees and 
academics.18  

The location data collected from RTB and SDKs can also be used to gather 
intelligence about important facilities and their employees. In a well-known case, the 
popular fitness application Strava, which allows users to share their running and 
cycling routes was found to be leaking information about US military installations, as 
service members left their barracks to run along the perimeter of their base. In 

 
16 United Kingdom, Department for Science, Innovation & Technology. “Data Brokers and National 
Security.” GOV.UK, May 12, 2025. https://www.gov.uk/government/calls-for-evidence/data-brokers-
and-national-security/data-brokers-and-national-security. 
17 Ryan, Johnny and Christl, Wolfie. “Europe’s Hidden Security Crisis.” Irish Civil Liberties Union, 2023. 
https://www.iccl.ie/digital-data/europes-hidden-security-crisis/. 
Sherman, Justin. “Data Brokers and Threats to Government Employees.” Lawfare, Lawfare, October 
22, 2024. https://www.lawfaremedia.org/article/data-brokers-and-threats-to-government-
employees. 
Sherman, Justin and Barton, Hayley and Klein, Aden and Allen Kruse, Brady and Srinivasan, Anushka. 
“Data Brokers, Military Personnel, and National Security Risks.” Lawfare, Lawfare, November 16, 2023. 
https://www.lawfaremedia.org/article/data-brokers-military-personnel-and-national-security-risks. 
18 RecordedFuture. “Private Eyes: China’s Embrace of Open-Source Military Intelligence (OSINT).” 
Accessed June 17, 2025.  
https://www.recordedfuture.com/research/private-eyes-chinas-embrace-open-source-military-
intelligence. 

https://www.gov.uk/government/calls-for-evidence/data-brokers-and-national-security/data-brokers-and-national-security
https://www.gov.uk/government/calls-for-evidence/data-brokers-and-national-security/data-brokers-and-national-security
https://www.iccl.ie/digital-data/europes-hidden-security-crisis/
https://www.lawfaremedia.org/article/data-brokers-and-threats-to-government-employees
https://www.lawfaremedia.org/article/data-brokers-and-threats-to-government-employees
https://www.lawfaremedia.org/article/data-brokers-military-personnel-and-national-security-risks
https://www.recordedfuture.com/research/private-eyes-chinas-embrace-open-source-military-intelligence
https://www.recordedfuture.com/research/private-eyes-chinas-embrace-open-source-military-intelligence
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another case, location data was used to track employees of a US intelligence facility 
in Germany, even revealing their taste in brothels.19  

Granular location data about secure facilities puts them at risk of breach. Because 
employees must leave their personal devices before entering secure areas, location 
data can be used to identify points of entry into those areas, as well as those 
employees who regularly access those facilities, and the times at which they do so. 
This includes not only analysts and other intelligence personnel, but support staff as 
well.  

Identification of these employees by hostile actors exposes them to incredible risk, 
especially when other aspects of their personal lives are similarly exposed. The data 
collected from advertising systems can give hostile actors information about any 
number of potential leverage points, including financial information, struggles with 
addiction or mental health, medical information, marital troubles, and even 
information about their families, which can be exploited. This kind of blackmail and 
extortion is classic tradecraft and can be used for a variety of espionage ends.  

Very little can be done to limit the availability of this information for foreign 
adversaries. There is no credible technical means of preventing advertising data 
from being transacted freely once it has been collected. Although some have 
considered banning the sale of personal data to entities based in certain countries, 
very little prevents those who want to seek this data from setting up shell companies 
to purchase data from brokers or even creating DSPs to collect advertising data 
directly.20  

Malvertising as a Vector for Spyware 

While the data that drives online advertising is a source of potential threats, its 
combination with the infrastructure of the online advertising system creates unique 
risks. Malvertising, malicious or hijacked online ads embedded within online 
advertising networks, has emerged as a potential vector for exploitation by 
attackers.21. These ads can bypass browser protections, force redirects, silently load 
harmful payloads, and are often indistinguishable from legitimate advertisements. 

 
19 Mehrotra, Dhruv. “Anyone Can Buy Data Tracking US Soldiers and Spies to Nuclear Vaults and 
Brothels in Germany.” Wired. Accessed June 17, 2025.  
https://www.wired.com/story/phone-data-us-soldiers-spies-nuclear-germany/. 
20 Ryan, Johnny and Christl, Wolfie. “Europe’s Hidden Security Crisis.” Irish Civil Liberties Union, 2023. 
https://www.iccl.ie/digital-data/europes-hidden-security-crisis/. 
21 Cybersecurity and Infrastructure Security Agency, “Capacity Enhancement Guide: Securing Web 
Browsers and Defending Against Malvertising for Federal Agencies.” 
https://www.cisa.gov/sites/default/files/publications/Capacity_Enhancement_Guide-
Securing_Web_Browsers_and_Defending_Against_Malvertising_for_Federal_Agencies.pdf  
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While the threat affects end users broadly, the practice can also be adapted for 
campaigns targeting government agencies and national security officials.  

The problem is magnified by the granularity of data available on individuals from all 
walks of life in the online advertising ecosystem. The reach of online advertising, 
combined with detailed behavioural profiles, can be weaponized to deliver malicious 
ads directly to specific individuals, from everyday citizens to government officials, 
under the guise of ordinary online advertising.22 Combining precise personal data 
with malicious payload delivery represents a new frontier in digital exploitation. 

Malvertising also intersects with the concept of insider threats, the potential for 
privileged access to an organization as an avenue to penetrate or cause damage to 
an organization.23 While often understood as intentional acts of sabotage or betrayal, 
malvertising opens the door to unintentional threats that could cause serious harm. 
A government employee who inadvertently clicks on a malicious advertisement or 
bypasses security controls introduces vulnerabilities into networks without knowing 
it. Malvertising functions as both an external and internal threat vector, blurring the 
line between deliberate intrusion and unintentional compromise of sensitive 
systems. 

The ubiquity of online advertising and the depth of data it makes available about 
individuals make malvertising a potent tool for espionage, sabotage, and coercion. 
The combination of weak browser defenses, unchecked online advertising 
surveillance, and the potential for insider missteps means malvertising presents a 
clear danger to both everyday citizens and national security, especially in 
institutionalized settings where software and systems may be outdated. 

Advertising Supports for Mis/Disinformation Campaigns 

The techniques of advertising and propaganda have been connected for a century, 
even as advertising was emerging as a commercial engine in consumer societies. 
Online advertising systems leverage the most sophisticated forms of analysis, using 
the richest sources of data available to influence people’s perception and 
behaviour.24 While Meta-owned Facebook has already been caught experimenting 

 
22 Doctorow, Cory. “Ad-tech targeting is an existential threat.” Medium, February 20, 2025. 
https://doctorow.medium.com/https-pluralistic-net-2025-02-20-privacy-first-second-third-
malvertising-90d65b51da24  
23 Cybersecurity and Infrastructure Security Agency, “Defining Insider Threats.” 
https://www.cisa.gov/topics/physical-security/insider-threat-mitigation/defining-insider-threats  
24 Matwyshyn, Andrea M. and Mowbray, Miranda. “Fake.” Cardozo Law Review 43, no. 643 (2021). 
https://insight.dickinsonlaw.psu.edu/fac_works/443. 
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with emotional manipulation,25 the information ecosystems of social media and 
advertising can also be exploited by other actors - including for disinformation and 
influence campaigns.  

The 2016 Cambridge Analytica scandal was a clear warning about how AdTech data 
can also be used to support large-scale influence operations, and advertising 
systems themselves can serve as attack vectors. Using surreptitiously collected 
Facebook data, Cambridge Analytica profiled millions of American and UK residents 
before segmenting them and serving targeted political advertisements on 
Facebook.26  

As real-time bidding automates matches between DSPs and SSPs, it can also be 
used to monetize disinformation campaigns and fake news websites. By listing ad 
inventory on an exchange, sites spreading disinformation can generate income that 
not only contributes revenue but gives them at least some semblance of legitimacy. 
Although many advertisers may not want their advertisements to appear alongside 
low-quality content or fake news, the scope of automated ad placement on large 
networks like Google's can make it difficult for both advertisers and Google to know 
where ads are placed without concerted pressure.27 While large advertisers like 
Google try in some capacity to stop advertisements from funding fake news and 
disinformation platforms, the scale of the problem is immense. Non-English-
speaking populations are particularly vulnerable to disinformation, with Google less 
effective in vetting their advertising content.28  

 
Glyn Moody. “Real-Time Bidding Is Bad for Privacy and Promotes Disinformation.” PIA VPN Blog 
(blog), November 3, 2022. 
https://www.privateinternetaccess.com/blog/real-time-bidding-advertising/  
25 Meyer, Robinson. “Everything We Know About Facebook’s Secret Mood-Manipulation Experiment.” 
The Atlantic (blog), June 28, 2014. 
https://www.theatlantic.com/technology/archive/2014/06/everything-we-know-about-facebooks-
secret-mood-manipulation-experiment/373648/. 
26 Greenfield, Patrick. “The Cambridge Analytica Files: The Story so Far.” News. The Guardian, March 
25, 2018. 
https://www.theguardian.com/news/2018/mar/26/the-cambridge-analytica-files-the-story-so-far  
27 Southern, Matt G. “Google In Hot Water: Billions At Stake As YouTube Ads Found To Violate Terms 
Of Service.” Search Engine Journal, June 28, 2023.  
https://www.searchenginejournal.com/google-youtube-ads-invalid-placements/490301/. 
28 Klühspies, Craig and Silverman, Ruth and Talbot, Jeff and Kao, Anna. “How Google’s Ad Business 
Funds Disinformation Around the World.” ProPublica, October 29, 2022. 
https://www.propublica.org/article/google-alphabet-ads-fund-disinformation-covid-elections.  
RecordedFuture. “Private Eyes: China’s Embrace of Open-Source Military Intelligence (OSINT).” June 
1, 2023.  
https://www.recordedfuture.com/research/private-eyes-chinas-embrace-open-source-military-
intelligence. 
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Untangling a Monopoly and National Security Issue  
The online advertising market presents two tangled policy issues –monopoly power 
and national security risks. As the market consolidated, firms like Google, Meta, and 
Amazon became gatekeepers for the digital and physical economy alike, controlling 
commercial infrastructure that allows companies to create demand for their 
products, support free-to-consumer business models, and even get their products 
in the hands of consumers. As options dry up, doing business without interacting 
with these corporations is increasingly difficult, and they become the path of least 
resistance for businesses of all sizes. 

The concentration of markets has familiar consequences – higher prices, lower 
quality, and reduced innovation – and regulators are beginning to push back with 
antitrust and competition policy tools. But the concentration of economic power also 
has implications for the ability to address the national security concerns that have 
become endemic to the online advertising market. The trillion-dollar business 
models of these companies depend on a lax approach to both issues, and their 
dominance gives them sway over countries that wish to defend their own interests 
despite these business models.  

A company like Google or Meta has a vested interest in maintaining an advertising 
ecosystem based on the high-volume sales of personal information because they sit 
at the very centre of that system. They benefit from privileged access to the data 
moving through their advertising systems because that data is core to the value of 
their products and services.  It should not be surprising then, that these massively 
powerful firms will do whatever they see as necessary to retain their position, even if 
it means frustrating attempts to address the numerous kinds of harms that these 
systems engender.  

As Big Tech cozies up to the second Trump Administration, Canada’s need to 
protect our own interests is both more urgent and more difficult. Though a tactic 
pre-dating the Trump Administration, the use of American trade policy to blunt 
efforts to rein in Big Tech has redoubled in 2025. This was most recently on display 
with the U.S. success in convincing the Canadian federal government to back down 
on the digital services tax (DSTs) before hitting the country with across-the-board 
tariffs.29 International trade agreements have long been a tool for maintaining U.S. 
hegemony, and for powerful American corporations to secure their interests in 

 
29 Lopez, Luciana, “Canada will rescind a digital services tax to restart US trade talks.” CNN, June 30, 
2025 
https://www.cnn.com/2025/06/29/economy/canada-rescind-digital-tax-us-trade-talks 
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binding international agreements that subvert the ability of legislators, including U.S. 
Congress, to effectively regulate them.30 As the White House has made clear, the 
foreign policy of the U.S. is increasingly a means for Big Tech to advance its interests 
and to punish attempts to curb their dominant positions.31 This is a direct attack on 
the sovereignty of states and blocs looking to address the range of harms flowing 
from the unchecked monopoly power of American Big Tech. When it comes to 
defending their interests, these companies are not satisfied with only limiting the 
policy powers of foreign governments. Though ultimately defeated, Big Tech 
interests were nearly successful in stripping the sovereignty away from American 
state-level governments with the inclusion of a ten-year moratorium on any 
regulation of artificial intelligence (AI).32  

Even as Big Tech seeks to subvert American foreign and domestic policy to their 
ends, their relationship with U.S. national interest is complicated because of the 
global nature of their operations. Although firms like Google, Meta, and Amazon are 
considered American, they are truly transnational companies with interests in any 
market in which they can establish a profit-making position. This means that the 
bottom line for these firms is not equivalent to national interests or national security, 
in Canada, Europe, or even the United States. Examples of this include China and 
India, incredibly desirable markets for Big Tech firms that have maintained a hot-
and-cold relationship with both foreign and domestic technology firms.33 Though the 
path forward is unclear, this tension has the potential to become more overt should 
the business models and supply chains of companies like Apple, Google, and 
Microsoft increasingly conflict with the economic and geopolitical goals of the 
western governments.34  

 
30 Rangel, Daniel and Wallach, Lori. “International Preemption by ‘Trade’ Agreement: Big Tech’s Ploy to 
Undermine Privacy, AI Accountability, and Anti-Monopoly Policies.” Rethink Trade, American 
Economic Liberties Project, March 2023. https://rethinktrade.org/reports/international-preemption-
by-trade-agreement/. 
31 The White House. “Defending American Companies and Innovators From Overseas Extortion and 
Unfair Fines and Penalties.” The White House, February 21, 2025. 
https://www.whitehouse.gov/presidential-actions/2025/02/defending-american-companies-and-
innovators-from-overseas-extortion-and-unfair-fines-and-penalties/. 
32 Huckins, Grace. “Why the AI moratorium’s defeat may signal a new political era.” MIT Technology 
Review (2025) 
https://www.technologyreview.com/2025/07/09/1119867/why-the-ai-moratoriums-defeat-may-
signal-a-new-political-era/  
33 Menn, Joseph and Shih, Gerry. “Under India’s pressure, Facebook let propaganda and hate speech 
thrive.” The Washington Post, September 26, 2023 
https://www.washingtonpost.com/world/2023/09/26/india-facebook-propaganda-hate-speech/  
34 McGee, Patrick. Apple in China: The Capture of the World’s Greatest Company. USA: Scribner, 
2025. 
https://appleinchina.com  
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The Path to a More Balanced and Secure Future 
Given its economic significance and the sheer depth and volume of information it 
has generated about every one of us, the monopolized market for online advertising 
is too big to be ignored. The path we have walked to date has put a phenomenal 
amount of economic power in the hands of just a few companies and made the 
exploitation of personal information a common commercial transaction for both 
everyday citizens and government officials.  

Greater competition and a more decentralized market alone will not solve this 
problem, but efforts that regulate the uses of data will founder against the shores of 
the multi-million-dollar lobbying efforts of Big Tech and the forest of data brokers 
that thrive in their ecosystem. Legislators in the House of Commons have already 
heard expert testimony about Big Tech’s systematic efforts to avoid regulation and 
water down laws using tactics that include “lobbying (both directly and through 
“astroturfing”), funding friendly research, suppressing independent researchers, 
[and] intimidating legislators.”35 The consequences of these tactics is legislation that 
skews towards the interests of the giants of the online advertising industry as 
opposed to everyday citizens.36 Canada’s experience with the Consumer Privacy 
Protection Act, the Online News Act, and now the Digital Services Tax, serves as 
examples of legislatures' difficulty in effectively regulating Big Tech. Disrupting this 
power and breaking up Big Tech monopolies is a necessary condition to 
meaningfully address the role of these technologies in our society and the risks they 
pose in domains like national security. 

 
Dudley, Renee and Burke, Doris. “Microsoft ‘Digital Escorts’ Could Expose Defense Dept. Data to 
Chinese Hackers.” ProPublica, July 15, 2025.  
https://www.propublica.org/article/microsoft-digital-escorts-pentagon-defense-department-china-
hackers. 
Adalytics. “Is Google Sharing Data from Americans and Europeans with Sanctioned Russian Adtech 
Companies?” Adalytics (blog), 2025.  
https://adalytics.io/blog/sanctioned-ad-tech-user-data. 
35 “Tech Giants’ Intimidation and Subversion Tactics to Evade Regulation in Canada and Globally.” 
Report of the Standing Committee on Canadian Heritage. the House of Commons, 2024. 
https://www.ourcommons.ca/Content/Committee/441/CHPC/Reports/RP13390921/chpcrp13/chpcrp13
-e.pdf. 
36 “Tech Lobby Annual Report: 2024.” The Tech Lobby, (2025) 
See: Bill C-27 (Digital Charter Implementation Act) 
https://thetechlobby.ca/wp-content/uploads/2025/07/TechLobby-Annual-Report2024_smaller.pdf  
Scassa, Teresa. “Bill C-27’s Take on Consent: A Mixed Review.” July 4, 2022 
https://teresascassa.ca/index.php?option=com_k2&view=item&id=355:bill-c-27’s-take-on-consent-
a-mixed-review&Itemid=80  

https://www.propublica.org/article/microsoft-digital-escorts-pentagon-defense-department-china-hackers
https://www.propublica.org/article/microsoft-digital-escorts-pentagon-defense-department-china-hackers
https://adalytics.io/blog/sanctioned-ad-tech-user-data
https://www.ourcommons.ca/Content/Committee/441/CHPC/Reports/RP13390921/chpcrp13/chpcrp13-e.pdf
https://www.ourcommons.ca/Content/Committee/441/CHPC/Reports/RP13390921/chpcrp13/chpcrp13-e.pdf
https://thetechlobby.ca/wp-content/uploads/2025/07/TechLobby-Annual-Report2024_smaller.pdf


Electric Eyes – Canadian Anti-Monopoly Project 20 

Monopoly power must be broken and the market for sensitive data must be 
significantly curtailed to ensure these growing risks are not allowed to fester in our 
democratic society.  

Break up concentrated power in online advertising 

• Continue to pursue antitrust action that seeks to break up online advertising 
monopolies and allow for effective regulation 

• Use legislation to promote and secure interoperability and open-source 
technology in the advertising space, lowering barriers for domestic 
competitors 

• Investigate different ownership structures for commercial data and 
exchanges, prioritizing the protection of sensitive data 

Competition policy, with its focus on the distortions caused by the acquisition of 
monopoly power, is well placed to address the issue of concentrated power in online 
advertising. No surprise then, that across jurisdictions, efforts are in flight to 
dismantle important sources of monopoly power in online advertising. The clearest 
case of these efforts is, of course, Google.  

Despite public perception, Google is an advertising company. Advertising is 
integrated with nearly all aspects of Google’s holdings, including search, YouTube, 
and the Android operating system. Google’s dominance in AdTech and the online 
advertising industry has led to three major antitrust cases being filed against it, in 
the United States, the European Union and Canada, as well as class action lawsuits 
brought by publishers in Australia for unfair practises in the advertising market.37 At 
the time of writing, a federal judge has agreed with the U.S. Department of Justice 
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finding that Google holds a monopoly in online advertising, and that it had 
systematically engaged in anticompetitive practices, harming both consumers and 
competitors in the process.38 Google’s global scale means that while these harms 
are occurring around the world, there is now a multi-front effort to break up its 
dominance. 

The substantive claim of competition authorities is the same, that Google has vested 
interests in all parts of the advertising ecosystem and uses its dominance in each 
aspect to protect and consolidate its power in other parts of the market, including by 
disincentivizing the use of alternative services. This power comes from control of its 
three major components: the demand-side platforms (DSPs), supply-side platforms 
(SSPs), and advertising exchange discussed earlier. In the Canadian case, Google’s 
dominance is stark, with the Competition Bureau estimating that “Google holds an 
estimated market share of 90% in publisher ad servers, 70% in advertiser networks, 
60% in demand-side platforms, and 50% in ad exchanges”.39 
 

 
Source: Adapted from Competition Bureau Google Ad Tech Complaint 
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https://www.canada.ca/en/competition-bureau/news/2024/11/backgrounder-competition-bureau-
sues-google-for-anti-competitive-conduct-in-online-advertising-in-canada.html. 
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To remedy the current monopolized state, enforcers agree on the need for a 
breakup. The DOJ’s proposed remedy recommends divestiture of Google’s AdX 
advertising exchange and its SSP, DoubleClick for Publishers (DfP).40 Citing exclusive 
arrangements between AdX and the AdWords DSP, the DOJ argued Google should 
divest its ownership of AdX, placing the maintenance of this system in trust while a 
buyer is found.  

For DfP, where Google “weaponized DfP’s auction logic” to benefit and protect its 
monopoly position, the DOJ also proposes divestiture; and a three staged open-
sourcing of DfP. Open-sourcing of computer code means making that code publicly 
available, and depending on the licence selected, allows commercial actors to create 
their own specialized versions. The DOJ’s interest in open-sourcing DfP is to 
redistribute the means to list advertising space, allowing competition to start at the 
industry standard, without simply moving DfP’s monopoly to another firm. In general, 
the DOJ’s proposed remediation not only seeks to break Google’s monopoly on 
advertising, but by separating out key functions and promoting interoperability (for 
example by making the “auction-logic code” available to industry organizations), to 
eliminate the conditions for monopoly in programmatic advertising to arise again.  

Though the Canadian Competition Bureau’s case has not reached the litigation 
stage and the European Commission’s investigation is ongoing, both point to the 
same need for a structural solution to the harms of Google’s monopoly in online 
advertising. Despite its designation as a monopolist, the outcome of the DOJ’s case 
against Google is not foregone. Absent a global break-up of the business, parallel 
competition law action in international jurisdictions is important insurance that the 
interests of domestic consumers, advertisers, and publishers are protected. Canada 
must stand firm in its ability to enforce its own competition laws in the face of 
geopolitical pressure to abandon the ability to have oversight of the companies that 
operate within our borders. 

Parallel action is also necessary to address the other source of monopoly power in 
the online advertising space. On trial in early 2025, the U.S. Federal Trade 
Commission’s (FTC) case against Meta alleges that the company’s acquisitions of 
Instagram and WhatsApp removed important sources of competitive pressure and 
market diversity, to create a walled garden that could then be used to distort 

 
40 Plaintiff’s Notice of Proposed Remedies (United States District Court for the Eastern District of 
Virginia Alexandria Division May 5, 2025). 
https://storage.courtlistener.com/recap/gov.uscourts.vaed.533508/gov.uscourts.vaed.533508.1430.0.
pdf  
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competitive forces.41 Echoing the DOJ’s Google case, the FTC recommends 
breaking off these anti-competitive acquisitions to return competition to the market.  

Judicial interventions are not the only way to affect change in the online advertising 
space. Legislative solutions like the Republican sponsored AMERICA Act, introduced 
to U.S. Congress in 2023, would specifically limit the ability for digital advertising 
companies to own advertising exchanges, and would impose obligations of neutrality 
on exchange owners.42 In Europe, the Digital Markets Act (DMA) has designated 
large firms like Alphabet, Meta, and Amazon as “gatekeepers”, imputing new 
obligations on these platforms toward their clients and prohibiting certain types of 
practices that allow them to abuse their dominant positions.43  In a similar vein, the 
UK’s Digital Markets, Competition and Consumers Act creates a classification for 
“strategic market status” (SMS).  If the UK competition authority determines a firm 
has SMS, the country’s Competition and Markets Authority (CMA) has broader 
powers to impose conditions that open up digital markets to greater competition. 
Recognizing Canada’s position to break up foreign conglomerates is constrained in 
the current geopolitical environment, antitrust remedies or legislative solutions that 
impose the neutrality and openness we expect from other institutions like stock 
exchanges should be explored. 

Changes to the ownership structure for advertising exchanges would also be useful 
as a means of enacting structural reforms in the advertising system. Data localization 
requirements for advertising exchanges can ensure that personal information about 
Canadians is transacted in Canada on networks subject to regulatory oversight. 
Going further, registration of DSPs and data brokers collecting on Canadian owned 
infrastructure can allow better vetting and compliance, ensuring personal data is 
recognized as a public good and protected as such. Open standards, open software, 
and diversified ownership and governance are the foundations of an advertising 
industry that can remain competitive and innovative over time, emphasizing skill and 
service, rather than scale and position. 

 
41 Federal Trade Commission, “Substitute Amended Complaint for Injunctive and Other Equitable 
Relief.” September 8, 2021 
https://www.ftc.gov/system/files/documents/cases/2021-09-
08_redacted_substitute_amended_complaint_ecf_no._82.pdf  
42 Lee, Mike. “S.1073 - 118th Congress (2023-2024): AMERICA Act.” Legislation, March 30, 2023. 
https://www.congress.gov/bill/118th-congress/senate-bill/1073. 
43 “The Digital Markets Act: Ensuring Fair and Open Digital Markets - European Commission.” 
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-
age/digital-markets-act-ensuring-fair-and-open-digital-markets_en. 
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Restrict the use of personal data for advertising 

• Introduce strengthened privacy legislation with meaningful penalties for non-
compliance.  

• Impose hard limits on how personal data can be compiled and sold, including 
through limits on standards used for advertising auctions. 

• Empower regulatory, investigative, and adjudicating authorities to ensure 
effective compliance from private sector entities trafficking in personal data. 

A truly effective policy response to issues at the intersection of online advertising 
and national security concerns must recognize the limits of competition and antitrust 
policy. While they live at the center of these markets and have enabled these 
practices, the issue is larger than Big Tech and is the product of norms that are 
largely accepted throughout the online advertising industry. 

The last decade has seen significant efforts to regulate commercial data markets 
and has recognized the power of Big Tech firms in this arrangement.  Legislation in 
the UK and the EU provides mechanisms for more effective and targeted regulation 
of major digital firms. The General Data Protection Regulation (GDPR) creates 
classifications for “data controllers” and “data processors”, and constrains the way 
that these companies can transact that data.  

In Canada, a belated attempt to update consumer privacy protections was made 
with Bill C-27, the Consumer Privacy Protection Act (CPPA), which went unpassed 
during the tenure of the Trudeau government. Aiming to update existing private 
sector privacy legislation, C-27 would have expanded the powers of the Office of the 
Privacy Commissioner and created a Data Protection Tribunal to address consumer 
complaints. While a welcome effort, the proposed legislation had hallmarks of 
industry influence. Of note, though the CPPA encoded consent requirements, it 
simultaneously weakened the requirement for businesses to acquire user consent, 
introducing several new exceptions to when user consent was required.  

Specifically responding to the national security risks posed by commercial data, the 
United States has begun regulating the sale and transfer of sensitive personal data to 
foreigner actors, with the Data Security Program (DSP), which came into force in 
April 2025. Created by Executive Order, the DSP prohibits or restricts US persons 
and commercial entities from engaging in bulk data transactions with “countries of 
concern… and covered persons they can leverage”, specifically prohibiting the 
transfer of “bulk genomic, geolocation, biometric, health, financial, or other sensitive 
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personal data”.44 Once it has been created, however, there is no definitive technical 
solution to the national security risks posed by the circulation of sensitive personal 
data on online advertising exchanges. If there is a supply of sensitive personal data, 
there will be demand for it as well. Whether through networks of international data 
brokers willing to launder datasets for profit, through the creation of shell 
corporations collecting data from advertising exchanges, or through espionage or 
breach, hostile actors with an interest in sensitive data will continue to find ways to 
acquire it.45 

The CPPA offered mitigations for the risks of advertising data in the national security 
space and more broadly, but also had severe deficiencies. Given that Canada 
remains without contemporary data protection and privacy laws, the intentions and 
goals of the CPPA should be significantly strengthened and reconsidered.  

While the CPPA encoded consent requirements for private sector entities who 
collect, use, and disclose personal information based on existing requirements from 
Canada’s private sector privacy legislation, the Personal Information Protection and 
Electronic Documents Act (PIPEDA), it also weakened the concept of consent. 
Under PIPEDA, consent is only valid if it is reasonable to expect that an individual 
would understand the nature, purpose, and consequences of the collection, use, and 
disclosure of personal information. This requirement was replaced with a notice-
based requirement to ensure practices are explained in plain language. But plain 
language requirements are insufficient if they cannot meaningfully inform users 
about the complexity of the markets for personal data, the tools for analysing that 
data, and the scope and capacity of these technologies.46 Bill C-27 would have 

 
44 Federal Register. “Preventing Access to U.S. Sensitive Personal Data and Government-Related Data 
by Countries of Concern or Covered Persons,” January 8, 2025. 
https://www.federalregister.gov/documents/2025/01/08/2024-31486/preventing-access-to-us-
sensitive-personal-data-and-government-related-data-by-countries-of-concern. 
“National Security Division | Data Security,” October 17, 2024. https://www.justice.gov/nsd/data-
security. 
“Office of Public Affairs | Justice Department Issues Final Rule Addressing Threat Posed by Foreign 
Adversaries’ Access to Americans’ Sensitive Personal Data | United States Department of Justice,” 
December 27, 2024. https://www.justice.gov/archives/opa/pr/justice-department-issues-final-rule-
addressing-threat-posed-foreign-adversaries-access. 
45 Sherman, Justin. “Data Brokerage and the Third-Country National Security Problem.” Lawfare, April 
16, 2025. https://www.lawfaremedia.org/article/data-brokerage-and-the-third-country-national-
security-problem. 
Cameron, Dell. “Google Ad-Tech Users Can Target National Security ‘Decision Makers’ and People 
With Chronic Diseases.” Wired. Accessed June 12, 2025. https://www.wired.com/story/google-dv360-
banned-audience-segments-national-security/. 
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required privacy policies to provide detailed information about what personal data is 
collected, how this data is used, and who it may be shared with, but this positive 
step was paired with the more meaningful undermining of the concept of consent in 
existing privacy legislation.47 

The CPPA also left significant carveouts for nonconsensual data collection and 
sharing as part of a business's “legitimate interests,” a broad term that gives firms a 
great deal of flexibility and less accountability. Requiring companies to proactively 
declare their legitimate interest in sensitive data would be a necessary 
accompaniment to a consent-based privacy regime.48 The CPPA also failed to 
provide the Privacy Commissioner of Canada with the ability to impose penalties for 
non-compliance, instead requiring the Commissioner and individual companies to 
bring cases before a newly struck Tribunal. This approach would allow problematic 
behaviour to continue and forestall attempts to change the behaviour of monopolist 
firms; by increasing the burden on regulatory authorities and individual 
complainants.  

Further, the CPPA did not clearly define sensitive data, instead encoding PIPEDA’s 
existing context-specific approach to sensitive data. Sensitive data should be 
specifically defined, taking guidance from any number of sources, including the 
GDPR, existing legal interpretation around an individual’s “biological core”, and the 
Office of the Privacy Commissioner’s interpretation of sensitive information.49  

Although legislation limiting, regulating, or controlling the creation and transaction of 
sensitive personal information is an accessible start for policy intervention, if actors 
can extract and exploit sensitive information from advertising systems, these risks 
can only be superficially mitigated. The most effective solution for this would be an 
outright prohibition on the collecting and using sensitive personal information, 

 
47 Scassa, Teresa. “Bill C-27’s Take on Consent: A Mixed Review.” July 4, 2022 
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48 Cutinha, Amanda and Parsons, Christopher. Minding Your Business: A Critical Analysis of the 
Collection of De-Identified Mobility Data and Its Use Under the Socially Beneficial and Legitimate 
Interest Exemptions in Canadian Privacy Law. Research Report No. 141. The Citizen Lab, 2022. 
https://utoronto.scholaris.ca/server/api/core/bitstreams/434c217f-bc27-4795-a63c-
2f06e10dfb13/content. 
49 Office of the Privacy Commissioner of Canada. “Interpretation Bulletin: Sensitive Information.” May 
16, 2022.  
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bulletins/interpretations_10_sensible/. 
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Enough.” OpenMedia, November 23, 2022.  
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including precise location data, unique identifiers, and classifications based on 
protected characteristics. This is the intention of laws like the proposed Banning 
Surveillance Advertising Act of 2022,50 which would allow only broad targeting data 
to be used, returning advertising to a more contextual paradigm. Standards for 
audience segmentation could also be promoted, clarifying for advertisers and 
consumers what the profiles data brokers and other entities contain.  

Conclusion 
Online advertising systems broadcast huge amounts of sensitive information about 
people all over the world, including nearly real-time information about their location, 
as well as information about their health, finances, and private lives. These 
information streams are dual use; they support data-driven targeted advertising, but 
they can also be used for surveillance and intelligence gathering.  

Two types of state action are necessary to address the national security risks posed 
by advertising technology and systems: breaking up the consolidated power of large 
firms who influence and distort advertising markets and limiting the kinds of 
information that can be created and transacted.  

Without addressing the monopoly power of Big Tech firms at the core of the online 
advertising industry, legislative solutions to address the security and privacy risks of 
these systems will inevitably be compromises in the interest of entrenched 
incumbents. The vested interests of Big Tech run deep, their power for lobbying and 
leverage is great, and on their own and in concert with the US administration they 
can threaten countries into ignoring the consequences of their dominance. Antitrust 
actions not only create conditions for freer and fairer markets in online advertising, 
but for effective regulation that protects national security and citizens' rights as well.  

Conversely, merely breaking up the monopoly problem in online advertising is 
insufficient to address the systemic national security risks arising from surveillance 
advertising. Although Big Tech firms have led the charge on the development of 
surveillance advertising as a technological and commercial model, it is a major 
source of revenue for all sorts of firms, including data brokers and contractors 
developing surveillance technologies. Restricting the ability of advertisers and data 
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brokers to create, collect, and broadcast information about people’s locations, 
finances, health, and other parts of their biological core is a necessary condition for 
addressing the national security and other risks posed by online advertising 
technology. 

Amid a shifting geopolitical environment, the need for action has never been more 
urgent and more treacherous. Acting in concert with like-minded global allies, 
Canada can contribute to the dismantling of a monopolized system that has 
captured the lifeblood of the internet and interfered with our ability to preserve our 
national security.



 

 


